STATE OF OHIO
ADJUTANT GENERAL’S DEPARTMENT
2825 West Dublin Granville Road
Columbus, Ohio 43235-2789

NGOH-HRZ 6 March 2020

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: Requirement for Separate Department of Defense Enterprise Email Accounts and
Common Access Cards for Title 5 National Guard Employees; and the Use of Civilian Titles for
Official Correspondence and Business (HRO Policy # 20-005)

1. References: See enclosure 1.

2. Background: The Ohio National Guard (OHNG) employs civilians as Title 5 (T5) National
Guard Employees (NGEs). T5 NGEs represent a sub-category of Department of Defense
(DoD) civilian employees, who are not required to maintain military membership, as a condition
of employment. T5 NGE positions—moreover—are wholly separate and distinct from National
Guard military positions. As such, the following additional background is of particular
importance:

a. The Defense Information Systems Agency (DISA) is the proponent-agency for the
Department of Defense (DoD) Enterprise Email (DEE) system. DISA requires that every DoD
end-user's Outlook mailbox is associated with a separate and distinct DEE account. Each DEE
account, moreover, must have a specified and distinct Common Access Card (CAC) associated
with and assigned to that account.

(1) DEE Persona: DEE is a "persona-based" messaging system that requires the end-
user's proper certificate (associated with his or her specified CAC) to access the appropriate
network and Outlook service, associated with the specific role (persona) that he or she is
fulfilling within the Department of Defense, at any given time.

(2) DEE Dual-Persona: "Dual-Persona" is a DEE category that refers to individuals who
have two or more personas (active identities) in the Defense Manpower Data Center (DMDC)
database. Each persona requires its own distinct CAC and DEE account. An example of
someone who falls into the Dual-Persona category is a DoD civilian employee (e.g. T5 NGE) or
DoD contractor, who is also a member of the U.S. military's Reserve Component (RC), such as
the National Guard, U.S. Army Reserve, U.S. Air Force Reserve, etc. Individuals who fall into
the Dual-Persona category require separate and distinct CACs and DEE accounts for each
persona they occupy within the DMDC database.

b. Title 32 (T32) Dual-Status Technicians: In accordance with (IAW) reference 1a of this
memorandum, a National Guard T32 Dual-Status Technician (hereafter referred to as
"MILTECH") occupies a special category of federal civilian employee, who is required—as a
condition of federal employment—to maintain RC military membership in the National Guard.
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(1) Although MILTECHS are, by law, civilian employees, the full-time work they perform is
irreducibly military in nature; therefore, National Guard Bureau (NGB) has instructed that
MILTECHSs do not fall into the Dual-Persona category, within the context of the DMDC
database. MILTECHSs, consequently, do not require multiple CACs and DEE accounts;

(2) Instead, MILTECHSs use only their military CACs and their associated military DEE
accounts, when performing both their full-time MILTECH duties and their military National Guard
(i.e. MDAY / DSG) duties.

c. Pursuant to the National Defense Authorization Act of 2017, approximately 250 OHNG
MILTECHSs converted to T5 NGEs in fiscal year 2018.

d. When the aforesaid MILTECHSs converted to T5 NGEs, they were required to obtain
separate civilian Common Access Cards (CACs) and civilian Defense Enterprise Email (DEE)
accounts (i.e., ".civ" vs. ".mil" accounts), with the following applicable stipulations:

(1) Maintained Military Membership: Those employees, who converted from MILTECHSs
to T5 NGEs—but maintained their military membership in the National Guard—now fall into the
Dual-Persona category: i.e. they are required to obtain and maintain both Civilian CACs (with
corresponding Civilian DEE accounts) AND military CACs (with corresponding military DEE
accounts).

(2) Discontinued Military Membership: Those employees, who converted from
MILTECHSs to T5 NGEs—but discontinued their military membership in the National Guard—do
NOT fall into the Dual-Persona category: i.e. they are required to obtain and maintain ONLY
civilian CACs (with corresponding civilian DEE accounts).

e. Although this requirement applies equally to all T5 NGEs (i.e. those paid by either Army
or Air Force appropriated funds), it is particularly important for those T5 NGEs, who are also
members of the Army National Guard; since failing to comply with this requirement could
negatively impact their access to and permissions within the recently implemented Integrated
Personnel and Pay System—-Army (IPPS-A).

3. Policy / Required Action: All OHNG T5 NGEs, who are also members of the reserve
component (i.e. National Guard or other military RC), fall into the DMDC category of "Dual-
Persona" (i.e. they are required to have two or more personas [active identities] within the
DMDC database). All T5 NGEs, therefore, who have not yet obtained civilian CACs and civilian
DEE accounts, must do so not later than 10 April 2020. T5 NGEs should contact their
respective Defense Enroliment Eligibility Reporting System (DEERS) offices and network-
system administrators for assistance in obtaining civilian CACs and DEE accounts. They may
also refer to the enclosed DEE guide for managing dual-persona certificates. Once they have
obtained the aforesaid civilian CACs and civilian DEE accounts, all T5 NGEs shall adhere to the
following guidance:
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a. Defense Civilian Personnel Data System (DCPDS): Immediately after obtaining a civilian
CAC and civilian DEE account all TS NGEs must update their email addresses within the
DCPDS "MyBiz" portal: i.e. remove their military (.mil) email addresses from this portal and
replace them with their civilian (.civ) email addresses. See enclosure 2 of this policy for
instructions on completing this task.

b. Official Business / Communication: When conducting official business via DoD
communication equipment and/or networks—in their capacity as T5 NGEs—all T5 NGEs will
use only their civilian CACs and civilian DEE accounts.

(1) When acting in their capacity as T5 NGEs (i.e. performing the duties of their
corresponding T5 NGE position descriptions), use of military CACs and military DEE accounts is
expressly prohibited.

(2) When conducting official business in-person or via phone (including voicemail), TS5
NGEs will not use or reference their current, past, or retired military grade/rank; furthermore,
they shall discourage others from addressing them or referring to them with that rank/grade,
while they are acting in the capacity of TS5 NGEs.

(3) T5 NGEs, who are also members of the National Guard (or other reserve
component), are prohibited from wearing their military uniforms, while they are acting in their
capacity as—and/or performing the duties of—T5 NGEs. As a standard practice, RC military
members should refrain from wearing their military uniforms, when they are not in a military duty
status and when they are not conducting official business as members of the United States
military (e.g. in a military pay status).

c. Signature blocks: When acting in their capacity of Civilian employees, T5 NGEs will use
only civilian signature blocks for any and all official correspondence, to include—but not limited
to—email correspondence, memorandums, letters, official forms, routing/staffing sheets, etc.

(1) T5 NGEs, who are also members of the OHNG (or other reserve component) or are
retired military members, are expressly prohibited from including any references to their current,
past, or retired military rank/grade in their signature blocks or any other elements of official
correspondence, while they are acting in their capacity as civilian employees. Use of military
rank/grade, while not in a military status, could be perceived as misrepresenting the status
and/or capacity under which a T5 NGE is performing duty; moreover, regardless of actual
intentions, it could be perceived as an attempt to unfairly leverage that military rank/grade for
personal and/or professional gain. Ultimately, this could create the perception of a violation of
DoD ethical guidelines.

(2) Civilian signature blocks will include name and T5 NGE position title. T5 NGE pay
grade (e.g. GS-12, WG-10, etc.) and organization / work-center may also be used, but are not
required.
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4. Summary: T5 NGEs are DoD civilian employees, who comprise a distinct segment of the
DoD workforce. There are significant legal distinctions, however, between their roles and
military members' roles: e.g. when performing duties as a civilian-employee, a T5 NGE is not
serving in the military; but is instead performing the duties as someone who has been appointed
into the federal civil service. It is imperative, therefore, that when individuals occupy multiple
roles within DoD, they clearly establish and maintain an unambiguous distinction between their
civilian and military roles. A critical component of establishing and maintaining this distinction is
ensuring compliance with the aforesaid DMDC Dual-Persona requirements. When applicable,
this compliance—in addition to adhering to all guidance outlined above—will help ensure that
T5 NGEs meet the legal and ethical requirements associated with their multiple DoD roles.

5. The POC is MAJ Daryl Scott, Federal Employee Branch Manager, at 614-336-7121 or email
at daryl.g.scott.mil@mail.mil.

FOR THE ADJUTANT GENERAL:
BE"TSGREGO Digitally signed by

BETTS.GREGORY.JAMES.

RY.JAMES.107 1076292562

Date: 2020.03.06

6292562 17:38:46 -05'00'
3 Enclosures GREGORY J. BETTS
1. References COL, AG, OHARNG
2. DEE Managing Dual-Persona Guide Director of Human Resources

3. DCPDS Email Address Update Instructions
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SUBJECT: Requirement for Separate Department of Defense Enterprise Email
Accounts and Common Access Cards for Title 5 National Guard Employees; and the
Use of Civilian Titles for Official Correspondence and Business (HRO Policy # 20-005)

References:
a. Title 10 (United States Code, Armed Forces).

b. Title 32 (United States Code, National Guard).

c. DoD 5500.07-R (Joint Ethics Regulation), 1 August 1993; incorporating
Change 7, dated 17 November 2011.

d. Congressional Research Service Report #/IF11131 (Defense Primer: DoD
Appropriated Fund Civilians), 12 March 2019.

e. AR 25-50 (Preparing and Managing Correspondence), 17 May 2013.

f. NGB-J1-TNH Memorandum for All Human Resources Officers, Subject: After
Conversion Guidance on Defense Enterprise Email (DEE) Accounts and Common
Access Cards (CACs) for Title 32 Dual Status (DS) Technicians Converting to Title 5
(NG) Employees (THN 18-016).

g. AR 670-1 (Wear and Appearance of Army Uniforms and Insignia), 25 May 2017.

h. AFI 36-2903 (Dress and Personal Appearance of Air Force Personnel), 7 February
2020.

Enclosure 1
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1 Overview: Dual-Persona Management

1.1 Introduction

As part of DISA’s implementation of DEE,
every end-user’s Outlook mailbox is

Certificates and logging into DEE

DEE is a persona-based messaging solution that
associated with an account. Each account requires the end-user’s proper certificate. Personal
must have a specified Common Access Card Identity Verification (PIV)-based authentication is how
authorized end-users are able to login to their
designated Mission Partner information technology
networks and services, such as DEE.

(CAC) assigned to it. This is accomplished via
the signature certificate.

When Dual Persona individuals are onboarded | When the end-user's CAC is inserted into their
computer, it provides the information used to match the

] } ) o end-user to their appropriate Outlook service. The end-
activate their Personal Ident'ty Verification user selects the correct certificate and enters their

to DoD Enterprise Email (DEE), they must

Authentication certificate (PIV Auth cert), password to complete access.

which is embedded in their Common Access
Cards (CACs), in order to login with the certificate that matches their new DEE mailbox.

This guide provides instructions on how Dual-Persona end-users can use the DMDC ID Card
Office Online (IDCO) web application to update (activate) the firmware on their CAC to display
the PIV Auth cert and use it to access DEE. While, in most cases, the affected end-users know
they are Dual-Persona, it may come as a surprise to some people; nonetheless, during the
onboarding process all Dual-Personas should be informed by their migration team that the PIV
Auth cert needs to be activated. This should happen no later than the day before migration.

Most problems with starting DEE accounts will occur when someone is unaware of his or her
Dual-Persona status. The key here is to:

e Be aware of the possibility.

¢ A Dual-Persona list can be generated, using DEPO, by the Mission Partner DEE
migration team. This can be checked to verify Dual-Persona status among onboarding
end-users.

1.2 Purpose

The reason for activation of this certificate is to support multiple persona end-users in the
DEE Domain with a simplified CAC login (once properly set up) to DEE.

UNCLASSIFIED // FOR OFFICIAL USE ONLY
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1.2.1 Whois Dual-Persona?

Dual Persona refers to individuals who have
two or more personas (active identities) in the When being Dual Persona is a surprise?
Defense Manpower Data Center (DMDC) When a DoD employee or contractor is in transition, they
may show up in DMDC in two different contexts. This is
because there is a grace period that keeps the person’s
someone who is a DoD civilian employee or old CAC recognized: if this overlaps with the new active

contractor and in the Reserves); this group is role, a Dual Persona situation will occur. Consequently,
someone retiring from active service and returning as a
contractor may, unexpectedly, show up as Dual Persona.

database, each with its own CAC (such as

well aware of this status. However, some

individuals may be surprised to find out that

they have been designated as Dual-Persona,
which can happen when someone has transitioned from one DoD role to another (for instance,
when they retire from active service or civilian employment to become a consultant).

For DoD personnel with one persona — e.g., one of the following: Military (.mil); Civilian (.civ); or
Contractor (.ctr) — the login token is their Common Access Card Email Signing Certificate.
Users with multiple personas (e.g., civilian employee and reservist) have a CAC for each
persona, however the multiple CACs all have the same signing certificate, consequently, a
method is required so DEE can recognize the appropriate persona during login. By activating
the PIV Auth cert, which has a differently formatted SAN from that in the email signing
certificate, the differentiating certificate number for each CAC can be matched to its appropriate
account/service. Of course, the end-user must use the correct CAC and select the appropriate
certificate for the desired service.

UNCLASSIFIED // FOR OFFICIAL USE ONLY 5
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1.2.2 PIV Auth cert and the Federal Agency Smart Credential Number (FASC-N)

CACs do not, by default, display the PIV Auth cert. Even when activated they will still look like
other (non-email) certificates until you roll the ——— ]‘

cursor over your name. A regular cert will i croscit Btloolk

display 10 numbers; the PIV Auth cert will || Connectingto john.doe. mil@mail mil

show 16 numbers, as shown in Fig. 1.
DOE. JOHN.MIL.....

(el (<1 (<2

In previous environments (prior to DEE), issuer: DOD EMAIL CA-30

. . Valid From: MWDDAY™YY to MM/DDA ™YY
users with two or more personas typically
had only one email account. The new DEE

system splits these two personas out into i

DOE. JOHN.MIL.....
lssuer: DOD CA-30

Walid From: MWDDNY to MWD
DOE. JOHN.MIL.._.
lssuer: DOD CA-20

1234567890123456@mil
| P |

separate mailboxes. But only one digital

.

identity is recognized until an individual who
has two CACs activates the PIV Auth cert on

both cards. The PIV Auth certificates have a [ ok ][ concel
field that is unique for the CAC-holder called
the Federal Agency Smart Credential Figure 1. PIV Auth cert — 16 digits

Number (FASC-N).

The FASC-N is comprised of 36 digits of which 16 are placed into the PIV Auth cert and these
let a Dual-Persona utilize the PIV Auth cert to login with the CAC that matches the desired
mailbox. The last digit designates which type of persona the certificate is associated with in the
end-user DEE mailbox: “2” for civilian; “4” for military; and “5” for contractor. So, when logging
into the mailbox, the Outlook Client (the version in the end-user’s workstation) or the Outlook
Web App (OWA) passes the unique number from the PIV Auth cert and matches it to the correct
account and authenticates the end-user.

IMPORTANT: The end user will need to ensure the correct CAC is used for the particular
account he or she wants to access.

NOTE: DISA has prepared a UPN white paper, The Generation and Use of the userPrincipalName
(UPN) attribute within IdSS and EASF, to help explain how this works. It can be downloaded at:
https://disa.deps.mil/ext/cop/iase/idam/downloads/20150727-unclass-fouo-upn_whitepaper v1.pdf

UNCLASSIFIED // FOR OFFICIAL USE ONLY 6
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2 Dual-Persona DEE Setup

In order to update your CAC, your laptop or work station must be CAC-enabled (a DEE

requirement) and connected to the DoD network.

WARNING—Only people with Dual-Personas should proceed with these steps; those who aren’t sure,
but think they may qualify, should check with their migration manager who will have a list of Dual-Persona
personnel. While it is not a terrible problem for a non-Dual-Persona end-user to activate the PIV Auth
cert, they will be annoyed by having to select which certificate to use when accessing DEE. Also, once

the PIV Auth cert is activated it cannot be deactivated.

Setting up your Dual-Persona PIV Auth cert requires a number of steps:

1.

g

vk oW

Connecting to DMDC ID Card Office Online.
Activating each CAC’s PIV Auth cert.

Having the system “forget” your individual certificates.
Resetting your CAC identities in ActivClient.

Updating to your new DEE addresses (one associated with each CAC).

UNCLASSIFIED // FOR OFFICIAL USE ONLY
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2.1 DMDC ID Card Office Online and Activating PIV Auth cert

In order to start your DEE service, you need to activate your PIV authentication certificate for
each CAC and then have ActivClient forget the previous state of all your CACs. This section
provides the steps for how to do that.

NOTE: In order to utilize the ID Card Office Online Portal, you must have the matching Architecture
Browser and JAVA version as your Operating System (i.e. If running Windows 7 64-Bit, you must have
Internet Explorer # 64-Bit and JAVA # 64-bit). Please see Appendix 1 — A.1 for further details.

1. Go to ID Card Office Online at https://www.dmdc.osd.mil/self service .

Notice:
Certain ActivClient 7 configurations do not work for add/change email a ss, add PCC to UPN, activate PIV, download applications, nomination of family members,
creation of Form DD 1172-2, ol suance of family member ID Card. Contact the Help Desk if you have problems with these activities.

- Need Assistance?
Sign In
For issues with your 1D card or
problems with sponsor or family
Renew/Replace Family ID Cards CAC Maintenance member data, please contact a
local ID card office.
Renew/Replace Family ID Cards Update Your Email Address
Update Your Contact Information Download Applications
Update a Family Member's Contact Information Activate the PIV Authentication Certificate E i
Add a Family Member Add PCC to UPN If you are having problems with
N this website please contact us.
|—'> e
sign In

Figurel. Welcome to RAPIDS ID Card Office Online

2. Click OK.

DMDC Serving Those Who Serve Our Country

‘-? ID Card Office Online

Self-Service Consent to Monitor

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG beneficiary self-service-authorized use only.

By using this IS {which includes any device attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitering, network
operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

While all personal identifying information {PII) data stored on this IS is protected under the Privacy Act of 1974, all communications using this IS, and the data
captured to support this IS, are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG authorized
purpose.

This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such communications
and work product are private and confidential. See User Agreement for details.

Contact DMDC | | Accesi\bi\itfzsact'gn_ﬁgﬁ || USA.gov || No Fear Act Motice

Figure2. DEERS
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3. Log in with your CAC.
(Z)Help Center
Be advised:
If you get a warning that your password is about to expire:
1. Go to My Access Center
2. Login using your DS Logon Username and Password
3. Under Manage DS Logon Account, click on change password
DS LOGON @ CAC @
Department of Defense Common Access Card
Self-Service
DS Logon Username ’E:I;_I‘E‘
e
DS Legon Password
Forget DS Logon Username?
Forgot DS Logon Password?
Need a DS LOGON? I ©
Have a DS LOGON activation letter? _ @
Need to upgrade your DS LOGON? _ @
Figure3. Login with CAC
4. Select your identity certificate (NOT the email certificate), enter your PIN if asked, and click OK.

NOTE: When you complete activation for one CAC, insert the other CAC(s) and repeat the process.

(@) Help Center)
Select a Certificate about to axpire:
and Password
change password

] DOE.JOHN...
Issuer; DOD EMAIL CA-29
| T Vaid From: 9/10/2012 to 1271472014 CAC®

Commeon Access Card

i==mg| DOE.JOHN...

| y Issuer: DOD CA-2 s
| Il Valid From: 9/10/2012 to 12/14/2014 [
Click here to view certificate prope... oy W=

[ox ][ conce | =

Figure4. Select certificate
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5. Select Activate PIV certificate.

RAPIDS Self-Service
/milCgnnect -
CAC Maintenance
5 John Q. Doe
Email: John.q.doe.ctr@mail.mil
Affiliation Agency/Department Card Expires
(DoD and DoD 2017Jun14

£
=6

Print Family List

Figure5. Select Activate PIV

Uniformed
Service) o
End Date 20171unid

6. Click Proceed to begin the process of reading the CAC data.

Feeack | 10 Card Office Locator I Conbact Us | teo (7)) IEETEE]

Sponsor I Cards
=
[SELECTED CARDI

JNIOLZ Reading CAC for Activate PIV Certificate
= To activate the PIV Authentication certificate, information must be read
- from your CAC.

The PIV Authentication certificate was added in support of FIPS 201.
This certificate, in conjundtion with the PIV End Point applet, allows
access to federal websites which require PIV authentication.

This can take several minutes.
Please do not refresh the screen or dlick the browser's back button.

\}EEI

Contact DMEC | | Acoesshslity fecten 503 | | USA.ga [ ] Ha Frar Act Nater | | Privacy snd Seaunty Notice

e

Figure 6. Proceed Reading CAC
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7. A progress bar will track the CAC-reading phase.

=

Reading CAC for Activate PIV Certificate

To activate the PIV Authentication certificate, information must be read
from your CAC.

Figure7. Reading data progress

8.

The process runs on Java, which will periodically ask for confirmation. Click Run for all Java related

prompts.

Figure 8. Run this Application?
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9. The process advances to the Update CAC tab. Click Update CAC to activate the PIV Auth cert.

RAPIDS Self-Service

PIV Information
jTo activate the PIV Authentication certificate, click 'Update CAC'.

.

M rinaCind

Figure9. Update CAC

10. Java asks, "Do you want to run this application?” Click Run.

Sponsor ID Cards

EER NS Tl lipdate CAC

ﬁ Do you want to run this application?

lte, click 'Update CAC'.

Canizet BN | | Accossibityfsorton 505 || USA.gow | | pioFear Act Notice || Phivacy and Security Notiee

Serving Those Who Serve Our Country

Version 2.04.3

Figure 10. PIV is active
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11. A progress bar appears.

:-_... T

o

1iNzoLT PIV Information

To activate the PIV Authentication certificate, dick ‘Update CAC.

certificate... Bie

pon %
Activating PIV authentication
&

CRr ey

Torhac A || AcvunabdyBecion 28 | 5A/50e || Me few STt | [ ncacy and Secry fetee

Servng Thove Wi Serve Ouir Coumtry ||

| Versson 3043

Figure 11. Progress Bar

12. The process shifts to the Confirmation tab, indicating the CAC has been updated. Click Home, then
logout.

Sponsor ID Cards | (om0 o leciifoo] o
RS e m

T unzort Your CAC has been successfully updated.
PIV Information

The folovang actons weve txker o your CAC:

The PIV Authentication Certificate was activated on your CAC.

rving Those Who Serve Our Coun

Figure 12. Successful Update
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2.2 Resetting the state of your cards in ActivClient

Now that your PIV cert is active you need to tell the system to reset (forget) the state of all cards
in ActivClient; it also lets you see the properties associated with your CAC and certificates. The
ActivClient Agent is accessed from the System Tray (usually at the bottom of the computer
display, though the exact location may vary); below are three examples of where it can be found

1.

:.::- ..\ 5

In the example below, the
System Tray is on the bottom
of the display. ActivClient is in
a group of hidden icons that
are visible when you click on
the triangle.

/ ActivChient Agent

'."5%/&
B o O @
S 8B O
P E

Customize...

hidden icons ~ |f': .|ll| l")

2. When the System Tray is
at the bottom of a vertical
toolbar, click the triangle
button.

i A B
3:38 PM
Thursday
7/28/2016
S

Customize...

Figure 13. ActivClient

3. Inthe example below, the
ActivClient is on the left in
the System Tray.

Sl OP R LG

4.

Locate the icon for your ActivClient Agent and click it, then click Open.

PIN Change Tool
Advanced Dagnostics P
About

Customize...

CARETIE b

Figure 14.

Open ActivClient

W
305 PM
2/6/2013
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5. Select: Tools>Advanced; and then click Forget state for all cards.
e
File Edit View | Tools | elp
s W | New Card... |
G ‘a)
i e - 4% Change PIN... Ctri<E @ @ -
| @ % Tasks View = ; = 4 *
My Ce Tasks Unlock Card.., . l.rq 'j
I View my certifica Beset Cardn art Card My Personal
@ Impart a certifics View Unlock Code. Info Certificates Data
My Persfona! Info Task [ ~ Advanced Make Certificates Available to Windows
LA View My Personarmmio Publish to GAL
2 Log File Options...
3—1#  Forget state for all cards
Figure 15. Forget state for all cards
6. Close ActivClient and then re-open it. Double-click the My Certificates icon.
Note: Views lets you select how you see the certificates—as icons, as a list, or as a detailed list.
a ActivClient - [SPECTOR.STEPHEN.DAVID.1456255546° Smart Card]
File Edit View Tools Help
A A RS
| # # Tasks View '
My Certificates Tasks L =
g View my certificates Smart Card My Personal
«!_5 Imports cartiticate Info Certificates Data
My Personal Info Task .
..l: WView My Personal Info
Figure 16. View my Certificates
7. Confirm that you see four certs. Click on View and select Details to understand which certs you have.

|[Ele]Edt vew Tods neb

B4 (80 B0 0 @0
0@ XA -8 0@
|4 » Tasks v X .
e 8 8 ¢
My Certificate Tasks 2 “ “ <
@ View this certificate LastName.First... LastName.First... LastName.First... LastName.First...
T U.S. Gover.., U.S.GOVE.., U.S,GOVE.. U.S.Gover..,
Q; Export this certificate...
Figure 17. Certificates

NOTE: The reason for exposing the PIV Auth cert is that Dual-Persona users are now required to use it to
authenticate to email. The email cert will be used only for signing and encrypting.

Now you need to update your Dual-Persona email certificates so you can access email from

your different accounts. You need to know your DEE email address to complete that process. If
you already know the address, go directly to Section 4.
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3 Getting Your DEE Email Address

You will need to know your new email addresses to update your certificates and complete your
migration to DEE (see Section 5). You will have a DEE email address for each CAC. These can
be found in Outlook Web Access (OWA):

1. Open Internet Explorer and go to
the following address:
https://web.mail.mil. You will need
to select your PIV Auth cert and

i ~=3| DOE.JOHN.MIL.....
click OK. | lssuer: DOD EMAIL CA-30
\ Valid From: 05/14/2012 to 05/14/2015
[l DOE.JOHN.MIL.....
| Issuer: DOD CA-30
\ . Valid From: 05/14/2012 to 05/14/2015

DOE.JOHN.MIL

Issuer: DOD CA-30
Valid From: 05/14/2012 to 05/14/2015

Select a Certificate

Figure 18. Select a Certificate

2. To verify which certificate is the PIV
Auth cert simply highlight your name 1| Microsoft Outlook
to reveal the ID number with 16 Connecting to john.doe.mil@mail mil

digits. —
= DOE. JOHN.MIL.... i
| lzsuer: DOD EMAIL CA-30 |
! Valid From: MWDDA™Y ™YY to MDD ™Y

[T DOE.JOHNMIL....
| & lssuer: DOD CA-30
| Walid From: MMDDMN ™™™ to MM

_— DOE. JOHN.MIL...

1 ' lssuer: DOD CA-30
‘- || 1234567290123456@mil

[P |

e

Figure 19. Find the PIV Auth cert
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3. After you've selected the PIV Auth cert, click OK to the Terms of Use screen. The Outlook Web App
will direct you to the server that supports your DEE service—click on the link.

Microsoft*

Outlook' Web App
Use the following link to open this mailbox with the best
performance;
https://web-ogdn.mail.milfowa
/ | Add s |
Click the link

Connected to Microsoft Exchange
& 2010 Microsoft Corporation. All rights reserved.

Figure 20. Outlook Web App

4. Highlight your PIV certificate and click OK.Once in OWA, click the “?” below your name in the upper
right-hand part of the OWA screen. Select About from the drop-down options.

- | Doe, John MIL DODHRA (US)

B8 Find someone Options * @@ <« 1
Help
2 ——> About

Figure21. OWA About

5.  Your email address is located in the Mailbox owner field of the About window. Write down or cut
and paste your email address to notepad for future reference. This will be needed if you need to
configure Outlook to connect to DEE.

N Your email address

1 About

S

Use the information below to troubleshoot problems and report issues.

4a Copy to the Clipboard

Mailbox owner: Doe, John M CIV DODHRA (US) [john.m.doe.civ@mail.mil] )
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0; SL¢

Tha rantiirad viarcinn Af Cilvarlinht ic inctallad: Vae

Figure 22. Email address
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4 Updating Email Encryption and Signing Certificates:
FOR DUAL CAC HOLDERS ONLY

NOTE: THE REASON FOR EXPOSING THE PIV AUTH CERT IS DUAL-PERSONA USERS ARE NOW
REQUIRED TO USE IT TO AUTHENTICATE (SIGN ON) TO EMAIL. THE EMAIL CERT WILL BE USED ONLY
FOR SIGNING AND ENCRYPTING.

The certificates on a CAC have an SMTP address associated with it. For most users, this
certificate will match the legacy (pre-DEE) address, for instance First.Last@US.Army.Mil. Prior
to DEE, the same address would exist on both CACs for users that have Dual-Personas.

In the DMDC database both personas can have the same SMTP address, however, in DEE it
can only exist once, so there is a separate email address for each persona. To ensure proper
functionality of both Outlook and OWA, users must change the SMTP address on their CACs to
reflect each of their new DEE mailboxes. The following procedures outline the necessary steps
to update the SMTP address on the CAC certificate.

NOTE: Do not proceed with this step unless you are sure you have a Dual-Persona AND have the same email
address on both of your CACs.

1. Go to RAPIDS ID Card Office Online: https://www.dmdc.osd.mil/self service/ .Sign on as you did
when you activated your PIV Auth cert.

2. Atthe Welcome to RAPIDS web page select Change CAC Email. Each CAC requires updating.
Pick one, update, complete the process, and repeat for all other CACs.

CAC Maintenance

John Q. Doe
& | Email:John.g.doe.ctr@mail.mil

Affiliation Agency [ Department Card Expires

(DoD and DoD 2017Junl4
Uniformed

s Service)
> End i Tl rd
.

changecacemal  |@ ) | Actwate p1v certificate |@

[ Download Appications /@ addpcconumn  |@

[ print ramiy tist

@

Figure 23. Change CAC Email
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3. The Reading CAC window shows a request to proceed. Click Proceed to continue.

Read Enter Email

Sponsor ID Cards Change Email Address

Sumimary Confirmation

Reading CAC

Ta change the emall address, information must be read from your CAC.
This can take ten minutes or more. Please do not refresh the screen or dick the browser's back button.

[Proceed | ) Cancal |

Figure 24. —Proceed to Read CAC

4. The Reading CAC

progress bar appears.

Change Email Address

Sunmary Canfwmabon

Sponsor ID Cards
oy
SELECTED CARD)

20 INDEF
TIST, Im’
(=51

T

Reading CAC

-

To change the emall address, information must beread fram waur o

This can take ten minutes or more. Pleasg
Reading data from CAC ... 0%

Figure 25. Reading CAC Progress Bar

UNCLASSIFIED // FOR OFFICIAL USE ONLY



UNCLASSIFIED // FOR OFFICIAL USE ONLY
DEE Guide: Managing Dual Persona Certificates v2
September 2016

5. A couple of Client Authentication windows may appear; if they do, select the certificate that you want
to use to connect to RAPIDS Self Service ID Card Office Online and click OK.

Client Authentication

identification.

'j The web site vou are trying bo conneck Lo is requesting
Please select the certificate to be used when connecting.

TAME. USER, 1001401 158 (from browser

~

[ OFK ][ Cancel

Figure 26. Client Authentication

6. A security warning will open. Click the checkbox to “Always trust content from this publisher’ and
click Run to continue.

Warning - Security

The application's digital signature cannot be verified. @

Do you want to run the application?

Name: mil.osd, dmdc. ctis.kss. applet. UMPApplet

Publisher: C5.DHRA.0E09909903

Q From: https:f fvaany. dmde. osd. milfself_service

$ [ Blways trust content fram this publisher

Run Cancel

Mere Information...

_'i'_] The digital signature cannot be verified by a trusted source, Cnly
L continue if wou teust the arigin of the application,

Figure 27. Always trust content
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7.  Enter and confirm your new DEE email address information in the provided text box. (NOTE: You
have the option to check Add PCC on UPN. Selecting this option will modify your User Principal
Name (UPN) to add a Personnel Category Code (PCC) to your email signature certificate. This
option should be used if you have multiple CACs). Click Next and then click Update.

INDEF Change Email

Enter new email address

rrs. test. v @mail mil < I
Confirm new email address

Current Email Address: test@test.mil
A

TEST, rrs. test.av @mail mil
i Add Personnel Category Code ta UPN ||
— er: egory to (]
=

iy R

13 Fatioa Cavd w

Figure 28. New e-mail Address

8. The Change Email Address process requests confirmation. Click Yes to continue.

hange Email Address

'Conbrmation

fSELEGTEDTEARD) The Tollowing acions will be taken on your CAC

[ Your email address will be updated from test@test mil to rrs test. chv@mail.mil,

Your email signature certificate will be replaced. The new certificate will have the emafl address of rrs.test.civiimall.mil.
Your emall encryption certificate will be replaced. The new certificate will have the emall address of s test. cv@mail mil.

PLEASE READ CAREFULLY.

miw
-
’ Clicking “Yes" will begin the process that will change the emaill address on your CAC. Previous email certificates used for encryption and digital signatures will be revoked and replaced with ¢
a certificates. This action may require follow-up with your Systems Administration team for recovering old encryption certificate keys and publishing your new certificates. This update can take
minutes or longer. Please do not refresh the page or dick the back button.

P———

Do you want to continue?

[e] (re]

Figure29. Change Email - Yes
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9. ID Card Office Online displays the progress of your update.

Sponsor 1D Cards

e €8¢ Irtes fmad
........... e
=0 The following actions will be faken o your CAC
=
5, Your armall address will bir updated from testitestmil to rrstest, dviEmail, mil
16T
L

Your esrnall dgnafure cortificate will be replaced,

§ Getling status of CAC... 18%:

Yol grnall encryption cenificate will be replacec

Cllgdng Yes™ will begin the progess thak will thangs dress on waur L) dous emall cetillcstes dsed lor e
certificabes. This acbon miay require follow-(ip with your Systems Aumm stration Itam for recovering old sncryption certificat]
minutes of longer. Please do not refresh the page or dlick the back ution

PLEASE READ CAREFULLY.

Do you want to continue?

s Do

Figure 30. Progress of update

10. Once ID Card Office Online has completed processing, the screen will notify you of successful
completion. Click the Home tab. To update other CACs, log off, remove the CAC you just updated,
log in with the other CAC, and repeat the process to update it.

RAPIDS Self-Service

JmilCennect

Confirmation

T eies s e,

INDEF Your CAC has been successfully updated.

Chip Information

chpD: 47905043670396004CA3
name: RSS W Test
service: Department of Defense

Emad Address:  rrs, test.civ@mail.mil

Certificate Information
' rtificate Type  |Sersal Number Hot Valid Before Mot Valid Revocation Date  |Revocation Reason |
SRR Emad Signng c1309 20143013 @1_7;-112
C1304- [2014)an13 2017)an12 |

Emai Signing 514350 2014313 201738012 [201432n13 Cessation of Operation
Emal Encpherment 514361 120143013 2017312 {2014Jan13 Cessation of Operation |
ddentty ___soaoes 113 02 |
PIV Auth S0B08F 120143an1% [20173an12 |
|
=TEST.RSS.W, 1385345521, OU=0SD, OU=PKI, OU=DaD, O=L.5. G C=li5 ]
Home

Figure31. CAC is successfully updated.
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Appendix 1: Troubleshooting Dual-Persona PIV Auth
Cert Process

A.1 Compatibility Conflict: 32-bit vs. 64-bit settings

Some people receive a RAPIDS ID Card Office Online error message regarding a compatibility
conflict that exists between settings related to 32-bit and 64-bit desktop installations. As more
users upgrade their Operating System (OS) to 64-bit compatibility, issues may arise if using
ActivClient, Internet Explorer (or other browsers), and JRE versions that are not the same bit
level. Please confirm that your ActivClient Middleware, JRE, and browser (Internet Explorer or
an alternative) are all set to the same bit:

o ActivClient (32-bit), JRE (32-bit), and Internet Explorer (32-bit) or

¢ ActivClient (64-bit), JRE (64-bit), and Internet Explorer (64-bit).

Any inconsistency among those three components means that you will not be able to use RSS
and/or other smart card-enabled applications.

Another documented problem is where a mission partner’s Outlook 2007 32Bit Mail Client that
may not read Dual-Persona certificates managed on a 64Bit Windows 7 platform. A system
patch has corrected the issue under most circumstances. If such a problem should occur for
Dual-Persona individuals, check with your Service Desk and refer to this document:

“Windows 7 64x AGM and Dual-Persona’s Outlook 2007, and 32Bit Client”

A.2 Problem accessing RAPIDS ID Card Office Online

If there is a problem accessing the RAPIDS Self Service web site, contact the DMDC Support
Center (DSC) at 1-800-372-7437.

A.3 PIV Auth cert is enabled, problem accessing DEE

If someone's PIV Auth cert is enabled, but there are problems accessing DEE- for guidance or
help checking their provisioned account try contacting:

e The appropriate Network Enterprise Center/CONUS-Theater Network Operations and
Security Center (NEC/CTNOSC) or

e The DEE team via the Mission Partner local help desk.

A.4 Personnel data seems to be incorrect

If someone's personnel data seems to be incorrect and not reflect their affiliations correctly, try
the DMDC Support Office at 1-800-538-9552.
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Abbreviations, Acronyms, and Definitions

The following abbreviations, acronyms, and definitions aid in the understanding of this

document.

Abbreviations and Acronyms

Description

CAC Common Access Card — Identification and sometimes benefits and
privilege card produced by the DoD, which contains an Integrated Circuit
Chip (ICC) holding demographic data and digital certificates

DEE DoD Enterprise Email

DISA Defense Information Systems Agency

DMDC Defense Manpower Data Center

DoD Department of Defense

DSC DMDC Support Center

DSLogon Unique Logon ID and Password given to DoD Beneficiaries to access DoD
web applications in lieu of a CAC

EDIPI Electronic Data Interchange Personal Identifier

FASC-N Federal Agency Smart Credential Number

JRE Java Runtime Environment

OWA Outlook Web App (the application...not Outlook Web Access)

OWA Outlook Web Access (the DEE Web-based email service)

PCC Personnel Category Code

PIV Auth cert Personal Identity Verification Authentication Certificate

RAPIDS Real-time Automated Personnel Identification System — Application used
to update data on the DEERS Person Data Repository (PDR) and create
DoD Identification cards

RSS RAPIDS Self Service

UPN User Principal Name
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DCPDS PORTAL

Last Login: 05-MAR-2020 07:37:52 AM
My Application/Database Add Additional Application/Databases

Select the applicable HR MyBiz+ tile to access your Agency’s database. If your Agency's tile is not displayed, select the Add Additional Application/Databases link above to complete your MyBiz+/HR
application registration.

Choose your Path

. o MyBiz+
MyBiz+ B el

REG13

Q/)‘ To protect your personal information, log out of your DCPDS Portal session by selecting the 'Logout’ button. B Logout

Login to the DCPDS Portal: hiips://compo.dcpds.cpms.osd.mil/
Click on the “MyBiz+” tile.



https://compo.dcpds.cpms.osd.mil/

Privacy Act Statement

The information you provide to the Defense Civilian Personnel Data System (DCPDS) is covered by the Privacy Act of 1974. For questions regarding your personal information please contact your local Human Resources Office.
Authorities: 5 U.S.C. Chapters 11, 13, 29, 31, 33, 41, 43, 51, 53, 55, 61, 63, 72, 75, 83, and 99; 5 U.S.C. 7201; 10 USC 136; DoD Instruction 1400.25, volumes 1100 and 1401; 29 CFR 1614.601; and E.0.9397.

Principal Purposes: To allow civilian (appropriated fund and non-appropriated fund) employees in the Department of Defense (DoD) to update personal information.

Routine Uses: None. The DoD 'Blanket Routine Uses' set forth at the beginning of OSD's compilation of systems of records notices apply to this system.

Disclosure: \oluntary. However, failure to provide or update your information may require manual HR processing or the absence of some information.

Accept

Accessibility/Section 508 | Privacy and Security Policy | System Help Desk Contacts

Click the “Accept” button.



== Key Services

IManage Key Services

MyPerformance
Manager Functions

Performance Management and Appraisal

Apply Action(s) to Multiple Employees

Manage MyPerformance Trusted Agent Authorization

WView/Print Performance Management Reports

Wiew Previous Requests

CIV Fill Request Status

Request Employment Verification

4w | Click “Update Contact Information”

Update Professional Development

Civilian Career Report

Update Contact Information

SF50 Personnel Actions

Update MySupervisor

Update MyTeam

Civilian Expeditionary Workforce (CEW)

Hiring Manager's Toolkit Click on the link for “Update Contact Information.”
MyTeam Update Trusted Agent

Civilian Career Brief



Manage Key Services %
MyPerfarmance
Manager Functions
Performance Management and Appraisal
Apply Action(s) to Multiple Employees

Manage MyPerformance Trusted Agent Authorization

View/Print Performance Man F i e I d S h OWS

View Previous Requests y -
Work Email

o) Click

Update Professional Development (14 U pd ate”

SF50 Personnel Actions

CIV Fill Request Status

Request Employment Vg

Civilian Cargef

Work Email

Update MySupervisor
Update MyTeam

Civilian Expeditionary Workforce (CEW

Ensure “Work Email” is showing; then click on
the link for “Update.”

Hiring Manager's Toolkit
My Team Update Trusted Agent

Civilian Career Brief



Home / Personal

ASS=hwB &

Expand an additional section on page

v Personal Information

-~ Contact Information

Work Email Address

daryl.g.scott.mil@mail.mil

C;::’)

Verify your Work Email Address:

- T32 Technicians must use a military (.mil) email address.
- TS5 NG Employees must use a civilian (.civ) email address.

Click the “Edit” button to edit your Work Email Address.

Click “Edit”




Home / Personal ASS=mhbE &

Expand an additional section on page

v Personal Information

* Caontact Information

Work Email Address Actions
S — T
@'I.g.scoﬁ.mil@mail.nb Work Email Address must contain one "@" and at least one ".". For example: john doe@email mil Cancel
R — L

N

Enter the correct Click
Work Email Address here. “Update”

Enter your correct Work Email Address:

- T32 Technicians must use a military (.mil) email address.
- TS NG Employees must use a civilian (.civ) email address.

Click the “Update” button when finished.
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